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M.Sc. COMPUTER SCIENCE

SEMESTER-IV
PAPER-II

ELECTIVE.IV
NETWORK SECURITY & CRYPTOGRAPHY

uNlT-l -.;,oi
Security in Network
Model for Security: Threats in Networks, Stealing Passwords, Social
Engineering, Bugs and Backdoors, Authentication Failures, Protocol Failure,
lnformation Leakage; Elementary Cryptography: Terminology and Background,
Cryptography and network security. Concepts of Encryption and Decryption.
Cryptanalysis, Substation Cipher. Transpositions Good and Secure Encryption
Algorithm. Trust worthy Encryption systems Data encryption standards (DES)
and Advanced Encryption Standards (AES) Comparison of DES and AES.
UNIT-ll
Classical Encryption Technique
Syrnmetric and Asymmetric Eneryption Systems, Strearn and Block Ciphers,
Contemporary Symmetric Ciphers, Confidentidlity using Symmetric Encryption;
Public Key Encryption and HASH Functions: Public Key Cryptography and RSA,
N/essage Authentication and Hash Function, Hash Algorithms, Digital Signatures
and Authentication Protocols.
uNtT-ilt
Firewalls
Basic Concepts (for understanding the firewalls rules): TCP Segment format
lP Datagram format. lntroduction: Kinds of Firewalls, Packet Filters. Packet
Filtering. Dynarnic Packet Filters. Application-Level Filtering. Circuit-Level
Gateways, Firewall Conflgurations, Demilitarized Zone (Dl\ Z) Networks,
Distributed Firewalls, Limitation of Firewalls. Filtering Services: Reasonable
Services to Filter (Filter Rules to be applied): DNS, Web, FTP, NTP. DNS
(Domain Name Server): DNS overview, Protocol overview, Hierarchal Structure,
Root Servers, Practical Experience. DNS Security: Unpatched Servers, Mis-
configured Servers
UNIT-IV
Web Security
Overview of Web Seruer Security. Goal of Server Attack. Web site defacement.
Data corruption. Data heft. Types of Attacks. Web Server Protection. FTP (File
Transfer Protocol) STUTP (Simple Mail Transfer Protocol). NTP (Network
Time Protocol), lntrusion detection systems: Types of lDSs. Goal for lntrusion
Detection systems, IDS Strength and Limitation. Electronic tMail Security:
Security for E-mail. Designs, Example of Secure E- mail Systems, Pretty Good
Privacy (PGP), MIN/E overview. S/MIME functionality; Wireless Application
Protocol Security (WAP.)
UNIT_V
Gryptography
lntroduction to Cryptograph, Overview on Modern Cryptography, Number
Theory, Probability and lnformation Theory, Classical Cryptosystems,
Symmetrical Ciphers (DES, AES), Hash Functions and MACs ([\4essage
Authentication Codes), Digital Signatures l\rlodern Trends in Asymmetric Key
Cryptography Elliptic curve based cryptography, Elliptic curye based
cryptography.
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M.Sc. COMPUTER SCIENCE

Text Books: '

1. Network Security Essentials (Applications and Standards), William
Stallings Pearson Education.

, 2. Hapk.Prooling ypur network, Ryan Rusself, Dan Kaminsky,.Rain:,F_o.l:est
Puppy, Joe Grand, 'David Ahmad, Hal Flynn ldo Dubrawsky, Steve
W;Manzuik and Ryan Permeh, Wiley Dreamtech

3. B. A. Forouzan, "Cryptogr:aphy & NetworkrSecurity", Tata Mc Graw Hill.
4. Cryptography and Network Security: Pr,inciples and praetiges, William

Stallings-lll Edition, TMH.
5. The complete Reference Network Security, Bragg, Rhodes-Ousley,

Pearson.
Reference Books:

1. Network Security and Cryptography: Be-rnard Menezes
Learnrng.

, CENGAGE

2. Nehruork Security - Private Communication in a Public World, Charlie
Kaufman, Radia Perlman and Mike Specinqr, Pear,senlPl-;ll.

3. Cryptography and network Security, Third edition, Stallings, PHl/Pearson
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M.Sc. COMPUTER SCIENCE

SEMESTER.IV
MAJOR PROJECT

Note:
1. lt is compulsory, that students would have group of maximum of two students

and project should be done under Government Sectorsl Public'Sector; /. Pvl-'

LTD. SA/V Company.

2.Thestudents should not make any project under local or private institutions-

3. The students should make project themselves and project will not be copy of

other project.

Steps for Live Project
1. Getting customer's requirements

2. Preparing designs, database and business logics

3. Developing softwar:e application project

4. Testin$ and implementing the project

5. Troubleshooting the project application after implementation

The break-u p of marks for fourth semester's Major Project will be as under:
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Sr. No. Argument Maximum
Passing Marks

.MinimUm

Passing Marks

1 Project Record 100

2 Viva-voce 100

3 Program Development and

Execution

200

Total Marks 400 144
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